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Agenda

 Introduction
 Joe Pinto, Sinclair Risk & Financial Management

 Public Entity Cyber Overview
 Brad Schrum, Wingman Insurance

 Cyber Legal Environment: Regulation, Legal Exposure and 
Compliance
 Sherwin Yoder, Carmody Torrance Sandak Hennesy, LLP

 Cyber Insurance Market Overview
 John Tillistrand, Sinclair Risk & Financial Management

 Q & A
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Introduction To Wingman

• Been in business since 2006

• Acquired by Corvus Insurance August 2021

• MGA/Insuretech firm

• Work with  Agents /Brokers- Do not sell direct

• Experts in Cyber

• Admitted Carrier A XV Axis Insurance Company



The Cyber Market For PE’s

• Appetite for PE Business Has Changed very rapidly

• Ransomware and Social Engineering Claims have been 
enormous

• Lack of basic IT Security related to MFA

• Pricing and Deductibles have risen signif icantly

• Carriers interested in this business has fallen dramatically



Cyber Solutions For PE’s



We Are Writing PE Business

YES

Requirements:

• Interested in PE’s $1,000,000-$50,000,000 revenue

• Must Have Appropriate Cyber Security Controls In Place

• Minimum Deductible of $50,000

• Completion of Application

• Limited to No Prior Cyber Losses

• Pricing Is Reasonable
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Government in the News









Cyber “Defacement” in Ohio





Ransomware Scourge

*SonicWall 2021 CyberThreat Report
**Unit 42 Ransomware Threat Report 1H 2021 Update

2019  2020 = 62% Increase Worldwide (158% in North America)*

Average Payment 1st Half 2021 = $570,000 (Up 82% from 2020)**

More Organizations Paying = More Attacks and Higher Demands



Ransomware Scourge – the Victims

 Critical infrastructure

 Local government

 Healthcare

 Supply chains and service providers

 Manufacturers

 SMB’s





Ransomware Scourge – “Quadruple Extortion” 

 Encryption
 Data Theft
 Denial of Services
 Harassment



Ransomware Best Practices

 Get cybersecurity coverage

 Get a cybersecurity assessment

 Develop a Written Information Security Program (WISP)

 Develop IRP (Incident Response Plan) (part of your WISP!)
‒ Defined roles and up-to-date contact info
‒ Pre-approved outside partners

 Conduct drills on the IRP 

 Expert-tested Backup and Disaster Recovery Plan



Ransomware Best Practices

 Invest in your people with awareness, training, anti-
phishing campaigns, etc. 

 Tighten Acceptable Use and Password Policies

 Strengthen Vendor Management Policies and Contracts

 Segregate and encrypt your most sensitive data

 And, for the love of everything good and holy – please 
enable 2-Factor Authentication!

 Again, get cyber coverage



Cyber & Privacy Legislative Updates

 CA – CCPA January 2020 & CPRA January 2023

 VA – VCDPA January 2023

 CO – CPA July 2023

 CT, NY, MA – almost . . . next term?

Comprehensive Consumer Privacy Laws



Cyber & Privacy Legislative Updates

 PA 21-119 (for businesses) Safe harbor incentive for adopting 
recognized cybersecurity framework
‒ Immunity from punitive damages in data breach suits

 PA 21-59 Updating breach notification statute

‒ Expanding “personal info”

‒ Shortened notification deadline (60 days)

Connecticut – Effective October 1, 2021



Resources & References
 Connecticut Cybersecurity Resource Page 

https://portal.ct.gov/connecticut-cybersecurity-resource-page

 Federal Resources for Local Governments https://us-
cert.cisa.gov/resources/sltt

 Example of other states’ resources 
https://mrsc.org/Home/Explore-Topics/Public-
Safety/Cybersecurity/Cybersecurity-Resources-for-Local-
Governments.aspx
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Sherwin M. Yoder
syoder@carmodylaw.com

(203) 784-3107

Thank you!



Cyber Insurance Market Overview
John Tillistrand, Sinclair Risk & Financial Management 

• SRFM – in business since 1972

• One of the largest independently owned agents in CT

• Offices in CT, MA, RI and FL

• A dedicated focus on Risk Management, Loss Control, 
Claims Management and Human Resource Management

• Industry segment expertise in Public Entity business

• Cyber Risk Management Program



Cyber Insurance Basics

• First introduced in 1997

• Global market estimated $7.3 Billion in 2020

• Two major coverage areas: 
• Cyber Liability – protection from liability arising out of a 

cyber incident or privacy law violations
• First Party Cyber – Direct  costs incurred by the client as a 

result of a cyber incident including legal expenses, IT 
forensics, data restoration, breach notification, and other 
direct costs

• No standardized coverage forms among carriers



Expertise is important

• Some agents are reluctant to sell cyber

• Lack of form standardization – expertise is critical

• Many carrier offerings are deficient

• The top carriers provide valuable resources:
• Pre and Post-Breach planning guidance (WISP)
• Forensic and Cyber Legal expertise
• Breach hotlines, Breach coaching

We can help!





Thank you!

Cybersecurity:
What Towns Need to Know


